KOMIMbIOTEPHbIE BUPYCbI

KoMnbloTEPHbIA BUMPYC — 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbIX MPOrPamMmm, OTAUUYUTENbHOWN
0CODEHHOCTbIO KOTOPOM SBAAETCA CMOCOOHOCTb K PAa3MHOMKEHWUID. B AonosHeHMEe K 3aTomy,
BMPYCbl MOTYT MOBPEANTb UM NOIHOCTBIO YHUUTOXKUTb BCE aitibl U AaHHblE, MOAKOHTPO/IbHbIE
No/b30BaTe/NIt0, OT MMEHM KOTOpPOro 6blia 3anylieHa 3apakéHHasa nporpamma, a TaKKe
NOBPEANTb WAWN [aKe YHUYTOMKWUTb OMEPALMOHHYID CUCTEMY CO BCeMW ¢aiiamMu B LEe/IOM.

B 60/1bLUMHCTBE CyYaeB PACMpPOCTPAHAIOTCA BUPYCbl YePE3 UHTEPHET.

MeToabl 3aLLnUTbl OT BPEAOHOCHbIX MPOrpamm:

1. Mcnonb3yi coBpemeHHble OmnepaluoHHble CUCTeMbl , MMelowme CcepbEé3Hbli
YPOBEHb 3aLWMUTbl OT BPEAOHOCHbIX MPOrpamm.

2. TlocToAHHO ycTaHaBAMBalk natuM (undpoBble 3anaaTKM, KOTOPbie aBTOMATUYECKU
YyCTaHaB/MBAKOTCA C Lenblo AopabTkM nporpammebl) v apyrme obHOBAEHWMA CBOeM
onepaunmoHHoM  cuctembl. CKauMBam  MXTONBKO  C OPUUMANBHOrO  CaMlTa
pa3paboTumka OC. Ecnm cyLLecTByeT perKMm aBTOMATUYECKOro OBHOBAEHWA, BKTHOUN
ero.

3. PaboTan Ha CBOEM  KOMMblOTepe  Nog ~ NpaBamwu nonb3oBarens
a He aAMUHUCTPATOPA. ITO He NO3BOAUT OONbLUMHCTBY BPEAOHOCHbIX NPOrpaMmm
MHCTaNNMPOBATLCA HA TBOEM MEPCOHANbHOM KOMMbOTEPE.

4. Vcnonb3yli aHTUBUMPYCHbIE NPOrpaMMHbIe NPOAYKTbI U3BECTHbIX MPOU3BOAUTENEN,
C aBTOMATU4YeCKMM obHOoBNeHMEM 6as.

5. OrpaHunub GU3MYECKMI AOCTYN K KOMMNbIOTEPY ANA NOCTOPOHHUX /INLL.

6. Wcnonb3yi BHeEWHME HOCUTENU MHDOPMALLMK, TaKNe Kak daelka, UCK nau dain
N3 MHTEPHETA, TONIbKO M3 NPOBEPEHHbIX UCTOYHUKOB .

7. He oTKpbiBait KOMNbIOTEPHbIE Gaiinbl , NONYYEHHbIE U3 HEHAAEXKHbIX UCTOYHUKOB.
[axe Te ¢pannbl, KOTOpble MNPUCAAn TBOW 3HAKOMbIN. Jlyylle YTOYHM Y HEro,

oTnpasaAn 11 OH Tebe ux.

CETU WI-FI

Wi-Fi — 370 He BUA Nnepenaym AaHHbIX, HE TEXHONOIMA, @ BCEro nWb 6bpeHa, mapKa. Ewe B8 1991
rogy HuAaepnaHAcKkaa KomnaHuAa 3apeructpuposana bpeHg «WECA», yTo 0603Havano

cnosocoveTtaHme «Wireless Fidelity», KoTopbiit nepeBoamTca Kak «becnpoBogHaa TOYHOCTbY.

[o Hawero BpeMeHu gowna apyraa abbpesnatypa, KOTopasa ABAAETCA TAKOW Ke TEXHONOTNEN.
310 abbpesunatypa «Wi-Fi». Takoe Ha3BaHWe ObINO AAHO C HAMEKOM Ha CTAaHAAPT BbICLIKUMA

3BYKOBOW TeXHMKM Hi-Fi, uTo B nepeBoae 03Ha4YaeT «BbICOKAA TOYHOCTbY.



Ha, 6ecnnaTHbIM WMHTEPHET-4O0CTYN B Kade, OTenax W asponoptax ABASETCS OT/INYHOWM
BO3MOHOCTbIO BbIXOAa B MHTEPHET. Ho MHOrne akcnepTbl cHMTaloT, YTo obweaoctynHble Wi-Fi

CETU He ABNATCA 6e30MacHbIMU.
CoBeTbl N0 6e3onacHocTK paboTe B 06ueaocTynHbix cetax Wi-fi:

1. He nepepgaBail cBOIO NMUYHYIO MHPOpPMaUUIO yepe3 obueaoctynHble Wi-Fi ceTtun.
PaboTtasa B HMX, *KenaTtenbHO He BBOAMTb MAPOAM A0CTyNa, JOTMHbI WU KakMe-To
HOMmepa.

2. Wcnonb3yit 1 0OHOBNAN aHTUBUPYCHble Nporpammbl 1 bpaHamayep. Tem cambim
Tbl 06e3onacuiwb cebs OT 3aKa4YKM BUPYCa Ha TBOE YCTPOMCTBO.

3. Mpu wucnonbzoBaHum Wi-Fi oTkawum ¢PyHKumo «O6wmin goctyn K dannam
M NpuHTEpam». [laHHaA QYHKUMA 3aKpbiTa MO YMOJIMAHUIO, OAHAKO HEKOoTopble
No/sb30BaTeNM aKTUBUPYIOT e€ anA yao6CcTBa MCNob30BaHUA B paboTe unum yyebe.

4. He ucnonb3yii nybaunuHbiii WI-FI ana nepenayun NnYHbIX AaHHbIX, HANpUMep AnAa
BbIXO4a B COLUMAbHbIE CETU NN B S/IEKTPOHHYIO NOYTY.

5. Mnonb3yn TONbKO 3awumlieHHoe coeguHeHue yepe3 HTTPS, a He HTTP, T. e. npu
Habope Beb-aapeca BBOAM UMeHHO «https://«.

6. BmobunbHom TenedoHe oOTKAOYM  PyHKUMO  «[oakntoveHne K Wi-Fi
aBTOMATMYeCcKM». He gonyckah aBTOMATMYECKOrO MOAKAKOYEHUA YCTPOMCTBA

K cetam Wi-Fi 6e3 TBoero cornacus.

COUMNANDBHBLIE CETH

CoumasnbHble ceTM aKTMBHO BXOAAT B Hawy XW3Hb, MHOrne nwoaun pa60Tar0T N XKUBYT TaM
NOCTOAHHO, a B Facebook yXKe 3apernctpupoBaH Munanapn 4enoBeK, 4YTO ABAAETCA O,EI,HOﬁ
Ceﬂ'bMOﬁ BCEX XMUTenen nnaHeTbl. MHOrMe MNo/ab30BaTeNUN He NMOHUMAKOT, YTO MHd)OpMaLI,Mﬂ,
pasmelleHHaa MMM B COUMNA/IbHbIX CETAX, MOXKET bbITb HaﬁAEHa M NCnosib3oBaHa KemM yroaHo,

B TOM 4YmMcne He ob6a3aTenbHO ¢ Hrarnmm HamepeHNnAMM.
OcHoBHble coBeTbl N0 6e30nacHOCTU B COUMaNbHbIX CETAX:

1. OrpaHuMub CcNUCOK Apys3eit . Y Tebs B APYy3bAX He JOMKHO ObiTb CAyYaMHbIX
M HE3HAKOMbIX t0AEMN.

2. 3awmuiait cBOIO YACTHYIO XKU3Hb . He yKasbiBal naponu, TenedoHbl, agpeca, Aaty
TBOErO POMKAEHUA W APYTYIO JIMYHYIO WMHPOPMALMIO. 3M10YMbILLNEHHUKA MOTYT
MCNoNb30BaTb Aaxe MHOOPMAUMIO O TOM, Kak Tbl M TBOM POAUTENU NAAHUpPYeETe

NPOBECTU KaHWUKY/bI.



3. 3awmwaii csol penyTtauui — OepXKU ee B UYMCTOTe M 3agaBal cebe Bompoc:
xoTen 6bl Tbl, YTOObI ApPyrMe NOAb30BATENN BUAENN, YTO Tbl 3arpyxKaewwb? Moaymai,
npeXae 4em 4To-To onybnKoBaTh, HanMcaTb U 3arpy3uTb.

4. EcAu Tbl rOBOPULLb C IIOAbMM, KOTOPbIX HE 3Haelllb, He UCNOJIb3Y CBOE peasibHoe
MMA M APYryIO0 JIMYHYIO MHPOPMaUMU: UMA, MECTO XKUTeNbCTBa, MECTO Yy4ebbl
n Npoyee.

5. W3berait pasameuwieHua potorpaduii B MHTEpHETE, rae Tbl M306parKeH Ha MECTHOCTH,
Mo KOTOPOW MOXKHO ONpeae/IuTb TBOE MeCTONO/IOXKEHUE .

6. MNpwn perucTpauum B COUMANBHON CETU HEeobXOAMMO MCMO/b30BaTb C/IOXKHbIE
napoam , cocTosLLme n3 6yKB 1 LUPP U C KONMYECTBOM 3HAKOB He MeHee 8.

7. [Ons coumanbHOM CETU, NOYTbI U APYTUX CAUTOB HEOHXOAMMO MCNONb30BaTh Pa3Hble
napoau . Torga ecnm Teba B31OMatOT, TO 3/10YMbILIEHHUKM NOMYYaT 4OCTYN TO/IbKO

K O4HOMY MECTY, a He BO BCe Cpa3sy.

3/IEKTPOHHbIE AEHbIU

DNEeKTPOHHble [AeHbrM — 3TO O4YeHb YA0bHbIM crnocob nnaTexen, OAHaAKO CyLECTBYHOT

MOLLUEHHNKN, KOTOPbIE XOTAT MNONAYYUTb 3TN OEHDLINU.

3l'leKTpOHHbIe AeHbrn noAsuaAnNCb coBcem HedaBHO U MMEHHO WM3-3a 3TON0O BO MHOIMX

rocygapcrteax 4o CuUxX nop He NponncaHo Npo HMUX B 3aKOHaxX.

B Poccun ke OHM OYHKUMOHUPYIOT M O HUX YXKE MNPOMNUCAaHO B 3aKOHE, rae WX pasgensior
Ha HECKO/IbKO BMAOB — aHOHUMHbIE U HE aHOHUMHbIE. PasHMLA B TOM, YTO aHOHMMHbIE — 3TO
Te, B KOTOPbIX pa3pellaetcs NpPoBOAMTb onepaumm 6e3 uaeHTUdGMKaUMM nNonb3oBaTens,
a B HEAHOHMMHbIX naeHTUdMKaumm no/sib3oBaTens ABNseTCs 0653aTeNbHOM.
TaKkKe cneayeT pasnmyatb 3N1E€KTPOHHbIE dUaTHble AeHbIM (PaBHbI FOCYAaPCTBEHHbBIM Ba/lOTaM)

N 3NTIEKTPOHHbIE Hed)MaTHbIe AeHbrn (He PaBHbl rOCYy4apCTBEHHbIM BaI'IlOTaM).

OcHoBHble coBeTbl Mo 6e3onacHom pa60Te C 9NNIEKTPOHHbIMU OEHbIrAMMW:

1. MpuBAXKKU K cyeTy MOBUIbHbIN TenedoH. ITo camMblii YyA0OHbIM M BbICTPbIN cnocob
BOCCTAHOBWUTb A0CTYN K cyeTy. MpuBA3aHHbIN TenedoH NOMOXKET, ecnn 3abyaelb
CBOW NNaTeXHbl NAapo/ib UK 3a4ellb HA CAaT C HE3HAKOMOTrO YCTPOMCTBA.

2. WUcnonb3yii ogHopa3oBbie Napoau . [locie nepexosa Ha YCUNEHHYHO aBTOPM3aLLMIO
Tebe yXKe He ByAeT yrpoXKaTb ONACHOCTb KPaXKn UK NepexBaTa NaaTeXHOro napons.

3. Bbibepu cnoxHbI naponb . lMpectynHMKam ByaeT He NPoCcTo yraAaTb CNOXKHbIN
naposb. HagexHble Mapoan — 3To NApo/Iv, KOTOpble CoAepKaT He MeHee 8 3HaKOoB

M BK/OYAIOT B ce6A CTPOUYHbIE M MPOMNUCHbIE BYKBbI, LMbPbl U HECKO/IbKO CMMBOJIOB,



TaKMe KaK 3HaK Jonnapa, ¢yHTa, BOCKAMUATENbHbIA 3HAK M T. N. Hanpumep,
StROng!;.

4. He BBOAM CBOM NIMYHDbIE faHHbIE HA CaliTaX, KOTOPbIM He A0BepseLlb.

SNNIEKTPOHHAA NMOYTA

DNEeKTPOHHAA MoyTa — 3TO TEXHO/NOMMA UM NPeAoCTaB/lAEMbIE €l YCAYrM MO Nepecblike
M NONIYYEHUIO 3/IEKTPOHHbIX COOBLEHUIA, KOTOPblE PacnpeaenatoTcs B KOMMNbIOTEPHOW CeTw.
O6bluHO 3NEKTPOHHbI NoYTOBbIN AWMK BbIFNAAUT  CAeAyoWwmMm obpasom:
MMA_N0Nb30BaTeENI@MMA_A0MeHa. TaKKe Kpome nepedaynm MpocToro TeKCTa, MMeeTcs

BO3MOXHOCTb nepenaBatb d)a Mol

OcHOBHble coBeTbl Mo be3onacHoM paboTe ¢ 3N1eKTPOHHOM NOYTON:

1. Hapo BblibpaTb MpaBU/bHbIA MOYTOBbIA CepPBUC . B MHTEpHETe eCTb OrPOMHbIN
BbIOOp 6ecnnaTHbIX NOYTOBbIX CEPBMCOB, O4HAKO /lyylle A0BEPATb TEM, KOro 3Haelb
W KTO NepBbIi B PEUTUHTE.

2. He ykasbiBaW B INYHOW MoyTe NNYHYIO MHbOPMaumto. Hanpumep, nydwe BblbpaTb
«My3blKanbHbI_paHaT@" nnm «pok2013» BmecTo «Temal3».

3. Wcnonb3ylh p[ByX3TanHyw aBTOPM3aUMUIO . DTO KOr4a MOMMMO MapOoSA HYXHO
BBOAMTb KO/, NpUcblnaemMblit no SMS.

4. Bbibepu CNoXKHbIA Naponb . [na KaxKAaoro NoyToBOro fAWMKa A0NKEH O6biTb CBOM
HaZeXHbl, YCTOMYUBbIM K B3/TOMY Napob.

5. EcAn ecTb BO3MOMKHOCTb HanucaTb CaMOMY CBOWM JIMYHbIA BOMPOC , UCNONb3YM 3Ty
BO3MOHOCTb.

6. Mcnonb3ylh HECKONbKO MNOYTOBbIX AWMKOB . [lepBblil oA 4YacTHOM Nepenucku
C agpecataMu, KOTOPbIM Tbl AOBepAEllb. IJTO 3/1EKTPOHHbIM agpec He Hago
MCNONb30BaTb NPU PErncTpaLmmn Ha popymax 1 canTax.

7. He oTkpbiBait dainbl M apyrne BAOKEHUA B NMUCbMax, Aa*Ke ec/iM OHWU NpULAn
OT TBOMX ApYy3€eW. Jlydlle YTOUYHWN Yy HUX, OTNPABAAAN N1 OHU Tebe 3TK dainbl.

8. TlNocne OKoH4YaHMA paboTbl Ha MOYTOBOM CepPBUCE Mepen 3aKPbITUEM BKIALKM

C CallToMm He 3abyapb HaXKaTb Ha « BbIATH ».

KUBEPBY/ITUHT UTU BUPTYAJIbHOE U3AEBATE/IbCTBO

KnbepbynnuHr — npecnenoBaHMe COOOLEHMAMM, COAEPKALWMMUM OCKOpbNeHuna, arpeccuto,
3anyrvBaHue; XyJMraHCcTBO; COUMAaNbHOE BOMKOTUPOBAHME C MOMOLLBIO PA3/IMYHbIX UHTEPHET-

cepBunCos.



OcHoBHble coBeTbl N0 6opbbe ¢ kKnbepbynnmHrom:

1. He 6pocaiica B 60i1 . J/lyuwmnin cnocob: nocoBeToBaTbCA Kak cebs BECTU U, eCan HeT
TOro, K KOMYy MOXHO 006paTuUTbCA, TO BHayasne YyCNoOKOUTbCA. Ecam Tbl HauHelwb
0oTBEYaTb OCKOPOAEHUAMM Ha OCKOpOAEHUA, TO TONbKO elle 6o/blue Pa3oXKKellb
KOHGNMKT.

2. Ynpasnsaii cBoel KnbeppenyTtaumnen.

3. AHOHMMHOCTb BcCeTM MHUMaa . CylecTBYHOT Cnocobbl BbIACHWUTb, KTO CTOMUT
33 QHOHMMHbIM aKKayHTOM.

4. He cTOMUT BECTU XY/IUTAHCKMIA 06pa3 BUPTYaNbHOM KU3HU. MHTEPHET GUKCUpyeT Bce
TBOW AEWNCTBUA N COXPaHAET UX. YOANUTb Ux OyaeT KpanHe 3aTpyaHUTENIbHO.

5. Cobnwpaii cBOKO BUPTYaNbHYH YECTb CMOIOAY.

6. WUrHopmpyn epuHu4HbIA HeratuB. OAHOpPa30Bble OCKOpPOUTENbHble coobuieHuA
Nydwe nrHopuposaTb. OBbIYHO arpeccus NpekpaLLaeTca Ha HavyaibHOM CTaAnM.

7. baH arpeccopa . Bnporpammax o6meHa MrHOBEHHbIMW COODLLEHUAMM,
B COLMANbHbIX CETAX €eCTb BO3MOXHOCTb O/JIOKMPOBKM OTNpPaBKM CcOObLWEHMUI
C onpeaenieHHbIX aaApecos.

8. Ecnn Tbl cBupetenb KubepbynnuHra . TBoM [AeNCTBUA: BbICTYNUTb MNPOTUB
npecnefoBatens, NoKasaTb €My, YTO ero AenCTBMA OLEHMBAOTCA HeraTMBHO,
noafeprKaTb KepTBY, KOTOPOM HY)KHA MCUXONOrMYecKaa MOMOLLb, COODOLNTb

B3pOC/sibiMm O d)aKTe arpeccmBHoOro noeegeHuMA B CeTuU.

MOBW/bHbIA TENEPOH

CoBpemeHHble CMapTPOHbI U NNAHLWETbl COAepKaT B cebe BMOMHe B3pocnbli GyHKLMOHAA,
M Tenepb OHWM MOTYT KOHKYPUPOBATb CO CTALMOHAPHbIMKU KOoMMNbtoTepamu. OAHaKo, CpeacTs
3alLUMTbl AN NOAO06HbIX YCTPOMCTB NOKa 04eHb Mano. TeCTUpOoBaHWE M NOUCK YA3BUMOCTEN B HUX

NPONCXo4AUT HE TaK UHTEHCUBHO, KaK AnA MK, TO ke camoe KacaeTcAa n MOBUNBbHbIX I'IpMJ'IO)KeHVIf/‘I.

COBpeMeHHbIe MObuNbHblE 6pay3epb| Y*e npakTtn4yeckn A0orHain HaCtosibHble aHa/0rn, ogHako

pacwuunpeHne d)yHKLI'MOHaJ'Ia BNeYyeT 3a cobol 6OJ'IbLL|yIO CNIOXKHOCTb M MEHDbLLUYIO 3aWHNLLEHHOCTb.

Janeko He Bce nponssoaunTeENN BblIMNYCKAOT O6HOBJ’IeHMFI, 3aKpbiBawowune Kputnyeckme

YA3BMMOCTM A1 CBOMX YCTPOMCTB.

OcHoBHble coBeTbl A5 6e3onacHoCcTM MobuabHoro TenedoHa:



1. Hwuuero He ABnAeTcA no-HacToswemy 6ecniaTHbIM. Byab OCTOPOXKEH , BeAb Koraa
Tebe npeanaratoT 6ecnnaTHbIM KOHTEHT, B HEM MOTYT ObITb CKPbITbl Kakue-To
naaTHbIE YCAYTU.

2. Oymani, npexae yem otnpasutb SMS, doTo nam Bnaeo. Tbl TOYHO 3HAELb, IAEe OHU
6yayT B KOHEYHOM MTOTE?

Heobxoammo 06HOBAATL ONEepaLMOHHYIO CUCTEMY TBOEro CMapTdoHa.

4. Wcnonb3yli aHTUBUMPYCHbIE NPOrpaMmmbl 4151 MOBU/IbHBIX TeNIeOHOB.

He 3arpy:kali NpPUNIONKEHUA OT HEM3BECTHOTO WCTOYMHWMKA , BeAb OHU MOryT
coaep:KaTb BpeAOHOCHOe nporpammHoe obecneyeHue.

6. [locne Toro Kak Tbl BbliAelWb C CalTa, rae BBOAWUA NINYHYIO MHbOPMaUMIO, 3anam
B HacTpouKuM bpay3epa 1 yganm cookies .

7. Tlepvoanyeckn npoBepAn , Kakue naaTHble YCAyrM aKTMBMPOBAHbI Ha TBOEM
HoMepe.

8. [aBai cBoit Homep MobuabHOro TesiepoHa TONbKO NOAAM, KOTOPbIX Tbl 3Haellb
n KOMy foBepseLlb.

9. Bluetooth gonxeH 6bITb BbIK/IKOUYEH , KOrAa Tbl MM HE Nosib3yellbcsi. He 3abbiBai

MHOr4a NPOBEPATb 3TO.

ONLINE UrPbI

CoBpeMeHHble  OHNAWH-UrPbl —  3TO  KPacoyHble,  3axBaTbiBaloWME  pa3BAEYEHMUS,
06beauHALWME COTHU TbICAY YENIOBEK MO BCeMy MUpPY. MrpoKn mccneayroT AaHHbIA UM MUp,
o6LWalTCa ApYr C A4PYrOM, BbINONHAOT 3aJaHUA, CPAXKatoTCA C MOHCTPAMM M NOYYaloT OMbIT.
3a y40BONLCTBME OHM NAATAT: MOKYNalT AMUCK, ONaYnMBatoT aboHemMeHT uam npuobpetatoT

KaKne-1o onuunu.

Bce atK cpenctBa MAyT Ha nogaepraHue U pa3BUTUE UTPbl, a TaKXKE Ha Camy 6e30nacHOCTb:
COBEPLWEHCTBYHOTCA CUCTEMDI aBTOpPU3aUunn, BbiNYCKAOTCA HOBbIE NMAaT4yU (Ll,Md)pOBbIe 3annaTtku

[ANA NPOrpamm), 3aKpbIBakOTCA YA3BMMOCTM CEPBEPOB.

B I'IO,CI|O6HbIX nUrpax CTouUT OoNnacaTbCA HE CTOJIbKO CBOUX COMNEPHWUKOB, CKOJIbKO KpaXn TBOEro

naponaAa, Ha KOTOpPpom OCHOBaHa CUCTEMA aBTOPU3aALLUN 60/1bWMHCTBA nurp.

OcHOBHble coBeTbl N0 6e30MacCHOCTM TBOEFO MIrpPpoBOro akKayHTa:

1. Echu pgpyroi urpok Beget ceba nnoxo wuam cosgaer Tebe HenpuATHOCTW,
3a610KMpY €ro B CNUCKE UTPOKOB;
2. Moxanyuca apMMHUCTPATOPaAM Urpbl Ha NOX0e MOBeAEHMEe 3TOro UrpokKa,

KeNnatenbHO NPUAOKNTb KaKNe-TO A0Ka3aTe/ibCTBa B BUAE CKPUHOB;



He yKasbiBait AMuHy0 MHPopmaumio B npodaline urpbl;
YBarkal gpyrux y4acTHUMKOB MO UTpE;
He ycTtaHaBauBait HeodmLManbHbIE NATYN U MOAbI;

Mcnonb3yit CNoXKHbIe U pa3Hble Naponu ;

N o v ks~ Ww

[laxke BO BpPemMs Urpbl He CTOMT OTK/AOYaTb aHTUBMPYC . [MoKa Tbl Urpaellb, TBOM

KOMMbIOTEP MOTYT 3apa3uTb.

OULLUHT UTU KPAXKA INYHBIX OAHHbIX

O6blyHOM Kpa)l-(Ei;I AeHer U AOKymMeHTOB ceroaHA y»Xe HUMKOro He yamsullb, HO C Pa3BUTUEM
MHTepHET-TeXHOﬂOFMﬁ 310YyMbIWNTEHHUKN nepemectmancb B UHTEPHET, M NpoaoIXKakT

3aHMMATbCA «1H0BUMbIM» AENOM.

TaKk noABMAacb HOBaA yrpo3a: MHTEPHET-MOLLUEHHMYECTBA MU GULLMHT, TNaBHasA LLe/Ib KOTOPOTo
COCTOUT B MONYYEHUU KOHPUAEHUMANbHbBIX AAHHbIX MO/b30BaTeNe — JIOTMHOB W Maposiei.
Ha aHrnuickom asbike phishing untaetcs Kak ¢uwimHr (ot fishing — pbibHas nosns, password —

naponb).

OcHOBHble coBeTbl No 6bopbbe ¢ GULIMHIOM:

1. Cneam 3a cBOMM aKKayHTOmM . Ecnu Tbl nogo3peBaellb, YTO TBOA aHKeTa 6binia
B3/1I0OMaHa, TO HeobxoAMMO 3ab/0KMpPOBaTb €e U CoobWNUTL aAMUHUCTPATOpPam
pecypca 06 3TOM Kak MOXKHO CKOpee.

2. WUcnonb3yn 6e3onacHble Be6-caUTbl , BTOM 4WUC/Ee, WHTEPHET-MarasnuHoB
M MOMCKOBbIX CUCTEM.

3. Mcnonb3yi cnoXKHble U pasHblie naponu . Takum obpasom, ecnn Teba B3NOMatoT,
TO 3/10YMbILUNEHHUKM NOAYYaT AOCTYN TO/IbKO K 0A4HOMY TBOeMy Npoduto B ceTH,
a He Ko BCeM.

4. Ecnn Teba B3nomanu , To HeobxoAMMO npeaynpeauTb BCEX CBOMX 3HAKOMbIX,
KoTopble AobaBneHbl y Teba B Apy3bAxX, 0 TOM, YTO Tebs B3/10MannN U, BO3MOKHO,
OT TBOEro UMeHU ByeT PacchbiNaTbCsA CNaM U CCbITKU Ha GULLMHTOBbIE CalTbl.

5. YcTaHOBM HapeXHblii naponb (PIN) Ha MO6UNbHbLIN TenedoH.

6. OTKAOUM coxpaHeHMe napons B bpaysepe.

7. He oTKkpbiBaii ¢aiinbl 1 Apyrne BAOXKEHUA B MUCbMaX, AAXKe €CNM OHW MPULLIAK

OT TBOUX ApYy3eit. Jlydlle yTOYHWU Yy HUX, OTNPABAAAM N1 OHU Tebe 3T paibl.

LMUPPOBAA PENYTALUA



UndpoBaa penytauma — 3TO HeraTMBHaA WAM NO3UTUBHAA WHPopmauua B cetn o Tebe.
KomnpomeTtupytowana nHdopmauma pasmelleHHaa B MHTEPHETE MOXET Ccepbe3HbiM 0bpasom
OTPa3nTbCA Ha TBOEWN peanbHOM Xu3HU. «Lindposaa penytauma» — 37O TBOM UMUK, KOTOPbLIN

dopmmpyetca ns nHpopmauum o Tebe B MHTEPHETE.

TBOE MECTO XWTeNbCTBa, y4yebbl, TBOE (GUHAHCOBOE MOJIOXKEHME, OCOBEHHOCTM XapaKTepa

M PaCCKa3bl O 6/IM3KMX — BCE 3TO HaKan/IMBaETCca B CETU.

MHoOrve noApOCTKM /IEFKOMbICIEHHO OTHOCATCA K NyB6AMKaUMKM  AMYHOW  MHPOpMaLUK
B MIHTepHETE, HE NOHMMaA BO3MOXHbIX NOCNeACTBUNA. Tbl AayKe HEe CMOKelllb A0rafaTthCa O TOM,

yTo poTorpadua, pasmelleHHas 5 NeT Ha3az, CTana NPUYMHOM OTKa3a NPUHATL Teba Ha paborTy.

KommeHTapun, pasmelleHne TBonx dotorpadpuii n gpyrme AenMCTBUA MOTYT HE UCYE3HYTb AaXKe
nocne Toro, Kak Tbl UX yAanuLb. Tbl HE 3HAeLWb, KTO COXPaHUA 3Ty MHGOpMaLMIo, Monana M oHa
B MOMCKOBbIE CUCTEMbI U COXPaAHWAACh 1N OHA, a FNAaBHOE: YTO NOAYMAtOT 0 Tebe OKpyrKatoLlee
04N, KOTopble HanAayT U yBUAAT 3T0. HaliTn MHpopmaLmMo MHOTO /1IeT CNyCT CMOXKeT itobon —
Kak 13 f06pbix MOBYKAEHUIA, TaK U C HAMEPEHUEM MNPUYMHUTL Bpead. ITO MOXKET ObiTb KTO

YyroAHo.

OCHOBHbIe COBETbI N0 3awWwmTe UUPPOBONM penyTaLumn:

1. Moaymaii , npexae 4yem 4to-TO Nyb6aAMKOBaTb M Nepenasatb y cebsa B 610re nau
B COLMA/IbHOM CEeTH.

2. B HacTpoiKax npoduns ycTaHOBM OrpaHMYEHMA HA MPOCMOTP TBOEro npoduaa u ero
COAEPKMMOTO, CAENAl €ro TONbKO «ANA Apy3en» .

3. He pasmewal uHeyKasbiBah WHOOPMaALMIO, KOTOpas MONKET Koro-nmbo

OCKOp6AATb NN 06MKaTb.

ABTOPCKOE NPABO

COBpeMeHHbIe WKO/IbHUKN — QaKTUBHbIE NOJ1b30BaTENU LIMd)pOBOI'O NPOCTPaHCTBA. OpgHako
AaNeKO He BCeE 3HAIOT, YTO NOJ1Ib30OBAHME MHOTMMU BO3MOXHOCTAMMU LI,VId)pOBOFO Mupa Tpe6yeT

CO6I'IIO,CI,€HMFI npaB Ha UHTENNTEKTYA/IbHYIO COBCTBEHHOCTD.

TEPMUH  KUHTENNEKTyanbHad  COBCTBEHHOCTb»  OTHOCUTCA K Pa3/IMYHbIM  TBOPEHUAM
4e/I0BeYeCKOro yma, HaumHas ¢ HOBbIX M306peTeHuUI 1 3HaKoB, 0603HaYaOLWMX COBCTBEHHOCTb
Ha NPOAYKTbl M YCAYrM, M 3aKaHuMBas  KHuramu,  dotorpadmamu,  KuHodunbmamm

M MY3blKaZlbHbIMU Npon3BeJEHNAMMN.



ABTOpCKME NpaBa — 3TO NpPaBa Ha MHTENNEKTyabHY0 COOCTBEHHOCTb Ha NPON3BEAEHUS HAYKM,
nTepaTypbl M UCKyccTBa. ABTOPCKME MpaBa BbICTYMAlOT B KayecTBe rapaHTUM TOro, 4To
NHTENNEKTyaNbHbI/TBOPYECKUI TpyA aBTopa He byaeT HanpacHbIM, AACT eMy crnpaBea/vBble
BO3MOXHOCTM 3apaboTaTb HA pe3ynbTaTax CBOEro TpyAa, Noy4nUTb U3BECTHOCTb M NPU3HaHMeE.
Hukto 6e3 paspeweHMA aBTOpa He MOXeT BOCMPOM3BOAUTb €ro NpousBeseHue,
pPacnpocTpaHATb, Ny6ANYHO AEMOHCTPMPOBATDL, MPOAABATb, MMNOPTMPOBATb, MYCKATb B MPOKAT,

ny6MYHO UCNONHATb, NOKa3biBaTb/UCNONHATL B 3dMpe MK pasmeLltatb B MHTepHeTe.

Mcnonb3oBaHMe «MNMPATCKOro» MNPOrpaMMHOro obecneyeHUs MOXKET MPUBECTU K MHOMMM
PUCKaM: OT MOTEPU [AaHHbIX K TBOMM aKKayHTam [0 O/IOKMPOBKM TBOEro YCTPOMCTBa, rae
YCTAHOBNEHHbIN He fieranbHas nporpamma. He cTouT TaKkKe 3abbiBaTb, 4YTO CyliecTByeT

NieranbHble 1 becniaTHble nporpammsbl, KOTopbleé MOXHO HalTK B ceTwn.

O NOPTAJE #CETEBUYOK

CeTeBMYOK.pd — TBOW rNaBHbIA COBETYMK B CETU. 34ecb Tbl MOXellb Y3HaTb O 6e3onacHoCcTH

B CETU MNOHATHbIM W AOCTYMHbIM A3bIKOM, a Npn BO3HUKHOBEHUN KpMTM‘-IeCKOﬁ CcnTyaumun
O6paTMTbCF| 3a coBeTOM. A TaK)e NPUHATb yyacTMe B KOHKypcax M CTaTb CamMbiM Ll,VId)pOBbIM

rpakgaHuHom!
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